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SC/12/19 
Audit Committee 

22 June 2012 
RISK MANAGEMENT 
Report from Corporate Risk Management Group 

 
 
1. Recommendations 
 
The Audit Committee is requested to NOTE the following ANNUAL REPORT on Risk 
Management and consider the robustness of existing arrangements. 
 
2. Introduction 
 
There is a tangible value from good risk management practice in the current economic and 
political climate. Not only does it help to minimise waste and inefficiency, it also helps 
prevent serious financial losses which could arise from failures of corporate governance 
such as fines imposed by the Information Commissioner’s Office (sometimes in excess of 
£100K) and legal costs of fighting lengthy court cases as more people are using the 
judicial review process to attempt to overturn council decisions on budget and finding 
reductions. 
 
This annual report seeks to provide information on the scope and effectiveness of the 
systems established by the organisation to identify, assess, manage and monitor financial 
and non-financial risk. It is important that our risk management arrangements are viewed 
in the context of the general risk environment prevailing upon local authorities and the key 
issues that are affecting other organisations at the present time. 
 
A study on behalf of AIRMIC (the Association of Insurance and Risk Managers in Industry 
and Commerce) of 18 high profile corporate crises of the last decade identified the key 
lessons associated with the failure to prevent each crisis and thereafter manage the 
consequences. The most recent case of failure of corporate governance that has been 
highlighted in the media concerns News International. Such failures are not restricted to 
the world of business, e.g. Doncaster Council in 2010. 
 
The failures that gave rise to each crisis were analysed and seven key issues emerged, 
described in the report as the underlying risks that caused the crises. In summary, these 
underlying risks arise from:  

• Board risk blindness 
• Failure of Non Executive Directors (NEDs) to exercise proper oversight (NEDs 

equate to Members in a Local Authority setting) 
• Inadequate leadership on ethos and culture 
• Defective internal communication 
• Risks from organisational complexity and change 
• Risks from incentives 
• Failure to manage the ‘risk glass ceiling’ which exists between the board and 

operations. 

Please note that the following recommendations are subject to consideration and determination 
by the Committee before taking effect 
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It was, however, risk blindness and the associated ‘glass ceiling’1 that emerged as the 
most consistent threat. This can be described as boards not seeing – or choosing to ignore 
– vital risk information to be found elsewhere in their organisations.  
 
Of the factors affecting Local Authorities the impact of the world financial crisis has lead to 
greatly reduced funding streams that have in turn lead to considerable organisational 
change with the adoption of new business models, trimmed down management capacity 
and reduced transparency that create the potential to expose the Council to several of the 
risks stated in the report. 
 
3. Risk Management Strategy 
 
During 2011 a new Risk Management Strategy was adopted and an action plan mapped 
out intentions for when improved risk management approaches would be implemented. 
Those parts of the action plan that have been delivered and the actions for the next year 
are summarised in Appendix 1. 
 
One key piece of work that was delivered was in refreshing the risk management e-
learning course to bring it up to date by inclusion of the latest approaches introduced in the 
current Strategy. All existing risk owners have been asked to bring their knowledge up to 
date by undertaking the updated course. At the present time the course has been taken by 
roughly 45% of risk owners. 
 
It is intended to develop and offer a risk management briefing for Members during the 
coming year. 
 
The current risk management governance structure as provided in Appendix 2 shows the 
communication routes by which risks are escalated and lowered between corporate and 
service risk registers as well as the relationship with Members. 
 
4. Risk Registers 
 
A copy of the full Corporate Risk Register is provided with this report as Appendix 3 with a 
dashboard summary as Appendix 4. There has been no change in the basket of risks 
included in this register while there has been a reduction in the risk level attributed to 
Health, Safety and Welfare. There is clear evidence of management of the mitigations with 
a number of completed tasks, several new and changes in the RAG (red, amber, green) 
assessments of the existing controls. 
 
The organisational restructure that has been under way since 2010/11 has necessitated a 
redistribution of the ownership of risks in the Council’s risk registers with new ways of 
working and changes in service delivery resulting in some risks no longer being relevant. 
Thus ongoing reviews of registers have weeded out those outdated risks while seeking to 
continue to maintain up to date registers during this period of change. 
 
Corporate Risk Management Group has maintained an oversight of the risk review 
process which has helped to improve the timeliness of risk reviews; reducing the total 

                                                      
1 The ‘glass ceiling’ includes risks arising from the inability of risk management and internal audit 

teams to report on and discuss, with both executive and non executive directors, risks emanating 

from higher levels of their company hierarchy, including risks from ethos, behaviour, strategy and 

perceptions. 
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number overdue at any time by more than a half. There is likely to be continuing disruption 
due to restructure until the new governance structures are embedded. There are a number 
of services still to undertake a complete review of the risks following changes to service 
structure affecting them in order to produce registers that list all of their current significant 
risks. 
 
5. New Ways of Working 
 
The Audit Commission published a briefing in April 2012 intended to help those involved in 
commissioning and improving local services to understand what Payment by Results 
(PbR) entails; whether it is right for their circumstances; whether it is likely to deliver what 
they want; and how to avoid pitfalls. A key approach of all PbR schemes is to allow 
commissioners to transfer practical and financial risk to providers. By linking payment to 
defined results, commissioners ensure they do not pay for poor performance. It is not 
possible to transfer all risk – reputational, practical or financial. Commissioners need to 
understand the extent to which risk will transfer and how to mitigate those risks that 
remain. It is essential to consider what would happen if the scheme fails, or only partially 
succeeds, or succeeds too well (for example, the payments might appear too generous in 
retrospect). 
 
During 2011 the Council introduced a risk management approach for new ways of working 
to provide managers with guidance on assessing the risks of any alternative business 
model under consideration. 
 
6. Emerging fraud risks 
 
The Audit Commission conducted surveys to collect the opinions of counter-fraud and 
senior finance officers on emerging fraud risks. These were published in Protecting the 
Public Purse with Councils reporting the following significant risks in 2010/11:  

• the expansion of personal budgets in social services;  
• the impact of the current economic climate putting more pressure on individuals’ 

finances and tempting people to commit fraud;  
• reduced staff numbers, which may weaken councils’ internal controls;  
• and fraudsters abusing the expenditure information that councils are now asked to 

publish, in order to defraud local public bodies 
 
Risk impacts associated with a potential collapse of the Euro have been scoped out and 
will be reported to Corporate Leadership Team with a recommendation that the risk be 
included in the Corporate Risk Register. Work is also under way to scope out risks 
associated with Welfare reform. 
 
7. Reports from areas of risk specialism and service delivery 
 
Corporate Risk Management Group (CRMG) receives annual reports from managers 
representing key areas of risk control in the Council including finance and internal audit, 
insurance, emergency planning, information governance and health, safety & welfare. 
These were summarised to the Audit Committee in the report from CRMG in December 
2011 when no significant issues were arising. 
 
At quarterly meetings CRMG receives update reports from People, Place and Corporate 
Services providing insight into changes in the portfolios of significant risks. This approach 
provides a means of ensuring that those most significant risks can be flagged up for 
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inclusion in the Corporate Risk Register and that diminishing risks can be maintained 
within the appropriate service level risk registers. This process also provides assurance 
that risks are being actively managed and a communication channel with a number of 
benefits including mitigation against the potential of risks being overlooked. 
 
 

John Smith 
Head of Service, Services for Communities 

 
 

Local Government Act 1972 
Electoral Divisions: All 
 
List of Background papers: 
 
Appendix 1: Risk Management Action Plan 
Appendix 2: Diagram of the risk management governance structure  
Appendix 3: Corporate Risk Register 2012-13 
Appendix 4: Risk Dashboard - Corporate Risk Register - June 2012 
 
Who / how to contact for enquiries:   
Name: Simon Kitchen Contact: 01392 382699 

               simon.kitchen@devon.go.uk 
               County Hall room G43 

 

 
 
 
kb150612aud 
sc/cr/risk management 
01  hq  180612 
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